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115TH CONGRESS 
2D SESSION H. R. 7283 

To provide minimal cybersecurity operational standards for Internet-connected 

devices purchased by Federal agencies, and for other purposes. 

IN THE HOUSE OF REPRESENTATIVES 

DECEMBER 12, 2018 

Ms. KELLY of Illinois (for herself and Mr. TED LIEU of California) introduced 

the following bill; which was referred to the Committee on Oversight and 

Government Reform, and in addition to the Committee on Science, Space, 

and Technology, for a period to be subsequently determined by the 

Speaker, in each case for consideration of such provisions as fall within 

the jurisdiction of the committee concerned 

A BILL 
To provide minimal cybersecurity operational standards for 

Internet-connected devices purchased by Federal agen-

cies, and for other purposes. 

Be it enacted by the Senate and House of Representa-1

tives of the United States of America in Congress assembled, 2

SECTION 1. SHORT TITLE. 3

This Act may be cited as the ‘‘Internet of Things 4

(IoT) Federal Cybersecurity Improvement Act of 2018’’. 5

SEC. 2. FINDINGS; SENSE OF CONGRESS. 6

(a) FINDINGS.—Congress finds the following: 7

VerDate Sep 11 2014 02:55 Dec 15, 2018 Jkt 089200 PO 00000 Frm 00001 Fmt 6652 Sfmt 6201 E:\BILLS\H7283.IH H7283kj
oh

ns
on

 o
n 

D
S

K
79

L0
C

42
 w

ith
 B

IL
LS



2 

•HR 7283 IH

(1) The trust of the American people in the 1

safety and security of their Government’s digital 2

technologies, including the Internet of Things, is 3

vital for advancing digital technology transforma-4

tion. 5

(2) Digital technology transformation portends 6

tremendous opportunity for our nation to improve 7

the daily lives of the American people and grow the 8

economy. 9

(3) The risk of exposure of Government, busi-10

nesses, and individual citizens to malicious cyberat-11

tacks grows dramatically if digital transformation is 12

not managed with vigorous attention to cybersecu-13

rity concerns, and failure to protect the Government 14

systems that control our critical infrastructure and 15

essential Government networks could have dev-16

astating consequences. 17

(4) Intelligence and national security leaders, 18

including the Director of the Defense Intelligence 19

Agency, have described Internet of Things (IoT) de-20

vices as among the ‘‘most important emerging 21

cyberthreats to our national security’’. 22

(5) The Federal Government cannot achieve a 23

high level of cybersecurity unless cybersecurity be-24
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comes the task of every person involved with Federal 1

networks and devices. 2

(6) Anchoring responsibility for cybersecurity at 3

the top of governmental organizations is critical to 4

set the correct mindset that enhancing cybersecurity 5

of the Federal Government’s networks and devices is 6

the responsibility of every Government employee to 7

the extent practicable. 8

(b) SENSE OF CONGRESS.—It is the sense of Con-9

gress that— 10

(1) ensuring the highest level of cybersecurity 11

at Government agencies is the responsibility of the 12

President, followed by the Director of the Office of 13

Management and Budget, and the head of each ex-14

ecutive agency; 15

(2) this responsibility is to be carried out by 16

working collaboratively within and among executive 17

agencies, industry, and academia; and 18

(3) the strength of the Government’s cybersecu-19

rity and the positive benefits of digital technology 20

transformation depend on proactively addressing cy-21

bersecurity throughout the Government’s acquisition 22

and operation of IoT devices. 23

VerDate Sep 11 2014 02:55 Dec 15, 2018 Jkt 089200 PO 00000 Frm 00003 Fmt 6652 Sfmt 6201 E:\BILLS\H7283.IH H7283kj
oh

ns
on

 o
n 

D
S

K
79

L0
C

42
 w

ith
 B

IL
LS



4 

•HR 7283 IH

SEC. 3. CONTRACTOR MINIMUM SECURITY REQUIREMENTS 1

FOR COVERED DEVICES. 2

(a) STANDARD SECURITY CLAUSE REQUIRED IN 3

COVERED DEVICES.— 4

(1) IN GENERAL.—Not later than 180 days 5

after the date of the enactment of this Act, the Di-6

rector in consultation with the Secretary of Defense, 7

the Administrator of General Services, the Secretary 8

of Commerce, the Secretary of Homeland Security, 9

and any other intelligence or national security agen-10

cy that the Director determines to be necessary shall 11

issue guidelines for each executive agency that re-12

quire the inclusion of a standard security clause in 13

any contract (except as provided in paragraph (4)) 14

for the acquisition of covered devices. 15

(2) CONTENTS OF STANDARD SECURITY 16

CLAUSE.—The standard security clause required 17

under paragraph (1) shall— 18

(A) establish baseline security require-19

ments that address aspects of device security 20

relating to covered devices, including— 21

(i) a requirement that software or 22

firmware components accept properly au-23

thenticated and trusted updates from the 24

vendor; 25
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(ii) requirements relating to identity 1

and access management, including a prohi-2

bition of the use of fixed or hard-coded 3

credentials used for remote administration, 4

the delivery of updates, or communication; 5

(iii) a requirement that the contractor 6

participate in a coordinated vulnerability 7

disclosure program training on the guide-8

lines issued pursuant to subsection (f); and 9

(iv) any other requirement the Direc-10

tor determines to be appropriate; 11

(B) require contractors to provide written 12

attestation that the device meets such require-13

ments as established under subparagraph (A); 14

(C) to the maximum extent practicable, en-15

sure that the requirements established under 16

subparagraph (A) are— 17

(i) tailored to address the characteris-18

tics of different types of devices, including 19

risk and intended function; 20

(ii) based on technology-neutral, out-21

come-based security principles; 22

(iii) developed through a transparent 23

process that incorporates input from rel-24
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evant stakeholders in industry and aca-1

demia; 2

(iv) aligned with internationally recog-3

nized technical standards; and 4

(v) updated regularly based on devel-5

opments in technology and security meth-6

odologies; 7

(D) an identification of contractor respon-8

sibilities to ensure that a covered device soft-9

ware or firmware component is updated or re-10

placed, consistent with other provisions in the 11

contract governing the term of support, in a 12

manner that allows for any future security vul-13

nerability or defect in any part of the software 14

or firmware to be patched, based on risk, in 15

order to fix or remove a vulnerability or defect 16

in the software or firmware component in a 17

properly authenticated and secure manner; and 18

(E) a requirement for the contractor to 19

provide the purchasing agency with general in-20

formation on the ability of the device to be up-21

dated, such as— 22

(i) the manner in which the device re-23

ceives security updates; 24
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(ii) the business terms, including any 1

fees for ongoing security support, under 2

which security updates will be provided for 3

a covered device; 4

(iii) the anticipated timeline for end-5

ing security support associated with the 6

covered device; 7

(iv) formal notification when security 8

support has ceased; and 9

(v) any other information the Director 10

determines to be necessary. 11

(3) VOLUNTARY CONSENSUS STANDARDS.—The 12

Director shall ensure that, to the maximum extent 13

practicable, the baseline security described in para-14

graph (2)(A) reflects and aligns with existing vol-15

untary consensus standards. 16

(4) WAIVER OF REQUIREMENT BY AGENCIES.— 17

The Director may establish a process for the Chief 18

Information Officer of an executive agency to waive 19

the requirements under this subsection for a case in 20

which a petition is submitted by an entity seeking to 21

enter into a contract with the executive agency and 22

the following requirements are met: 23

(A) A waiver is granted only in limited cir-24

cumstances, including when an entity dem-25
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onstrates that a covered device meets a desired 1

level of security through means other than 2

those required under paragraph (2)(A) or when 3

the executive agency reasonably believes that 4

procurement of a covered device with limited 5

data processing and software functionality 6

would be unfeasible or economically impractical. 7

(B) The Chief Information Officer of an 8

executive agency that approves a waiver under 9

this paragraph shall provide the entity a written 10

statement that the executive agency accepts any 11

risk resulting from use of the covered device. 12

(5) ALIGNMENT WITH FISMA.—In issuing the 13

guidelines required under paragraph (1), the Direc-14

tor, in consultation with the Administrator of Gen-15

eral Services, shall ensure that such guidelines are, 16

to the greatest extent practicable, consistent with, 17

non-duplicative of, and in compliance with any appli-18

cable established information security policies, proce-19

dures, standards, and compliance requirements 20

under the subchapter II of chapter 35 of title 44, 21

United States Code. 22

(b) ALTERNATE CONDITIONS TO MITIGATE CYBER-23

SECURITY RISKS.— 24
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(1) IN GENERAL.—Not later than one year 1

after the date of the enactment of this Act, the Di-2

rector, in consultation with NIST, shall define a set 3

of conditions that— 4

(A) ensure a non-compliant device can be 5

used with a level of security that is equivalent 6

or greater to the baseline security requirements 7

described in subsection (a)(2); and 8

(B) shall be met in order for an executive 9

agency to purchase such a non-compliant de-10

vice. 11

(2) REQUIREMENTS.—In defining the set of 12

conditions that must be met for non-compliant de-13

vices required under paragraph (1), the Director, in 14

consultation with NIST and relevant industry enti-15

ties, may consider the use of conditions, including— 16

(A) network segmentation or micro-seg-17

mentation; 18

(B) the adoption of system level security 19

controls, including operating system containers 20

and microservices; 21

(C) multi-factor authentication; and 22

(D) network access control and edge sys-23

tems, such as gateways, that can isolate, dis-24

able, or remediate connected devices. 25
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(3) SPECIFICATION OF ADDITIONAL PRE-1

CAUTIONS.—To address the long-term risk of non- 2

compliant devices acquired in accordance with an ex-3

ception under this subsection, the Director, in con-4

sultation with NIST and private-sector industry ex-5

perts and, with respect to medical devices regulated 6

under the Federal Food, Drug, and Cosmetics Act, 7

in consultation with the Commissioner of Food and 8

Drugs, may stipulate additional requirements for 9

management and use of non-compliant devices, in-10

cluding deadlines for the removal, replacement, or 11

disabling of non-compliant devices (or their Internet- 12

connectivity), as well as minimal requirements for 13

gateway products to ensure the integrity and secu-14

rity of the non-compliant devices. 15

(4) EXISTING THIRD-PARTY SECURITY STAND-16

ARD.— 17

(A) IN GENERAL.—If a voluntary con-18

sensus standard for the security of covered de-19

vices provides an equivalent or greater level of 20

security to that described in subsection (a)(2), 21

the Director shall modify the requirements 22

under subsection (a)(1) and the security clause 23

under subsection (a)(2) to reflect conformity 24

with that voluntary consensus standard. 25
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(B) WRITTEN CERTIFICATION.—A con-1

tractor providing a covered device shall provide 2

third-party written certification that the device 3

complies with the security requirements of the 4

industry certification method of the third party. 5

(C) NIST.—NIST, in consultation with 6

the Director and the heads of other appropriate 7

executive agencies, shall determine— 8

(i) accreditation standards for third- 9

party certifiers; and 10

(ii) whether the standards described 11

in clause (i) provide appropriate security 12

and are aligned with the guidelines issued 13

under subsection (a). 14

(5) EXISTING AGENCY SECURITY EVALUATION 15

STANDARDS.— 16

(A) IN GENERAL.—If an executive agency 17

employs a security evaluation process or criteria 18

for covered devices that the agency believes pro-19

vides an equivalent or greater level of security 20

to the baseline security requirements described 21

in subsection (a)(2), an executive agency may, 22

upon the approval of the Director, continue to 23

use that process or criteria in lieu of the re-24

quirements under subsection (a)(2). 25
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(B) NIST.—NIST, in consultation with 1

the Director and the heads of other appropriate 2

executive agencies, shall determine whether the 3

process or criteria described in subparagraph 4

(A) provides appropriate security and is aligned 5

with the guidelines issued under subsection (a). 6

(c) GUIDELINES FOR LOWEST PRICE TECHNICALLY 7

ACCEPTABLE SOURCE SELECTION.—Not later than 180 8

days after the date of the enactment of this Act, the Direc-9

tor, in consultation with the Administrator of General 10

Services, shall issue guidelines for each executive agency 11

to limit, to the maximum extent practicable, the use of 12

lowest price technically acceptable source selection criteria 13

in the case of a procurement that is predominately for the 14

acquisition of a covered device. 15

(d) REPORT TO CONGRESS.—Not later than 5 years 16

after the date of the enactment of this Act, the Director 17

shall submit to Congress a report on the effectiveness of 18

the guidelines required to be issued under subsections (a) 19

and (c), which shall include recommendations, if any, for 20

legislation necessary to improve cybersecurity in executive 21

agency acquisition of covered devices. 22

(e) GENERAL WAIVER AUTHORITY FOR DIRECTOR.— 23

Beginning on the date that is 5 years after the date of 24

the enactment of this Act, the Director may waive, in 25
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whole or in part, the requirements of the guidelines or set 1

of conditions issued under this section, for an executive 2

agency. 3

(f) GUIDELINES REGARDING THE COORDINATED 4

DISCLOSURE OF SECURITY VULNERABILITIES AND DE-5

FECTS.— 6

(1) IN GENERAL.—Not later than 180 days 7

after the date of the enactment of this Act, the Di-8

rector, in consultation with the Department of 9

Homeland Security and the Department of Justice, 10

and cybersecurity researchers and private-sector in-11

dustry experts, shall issue guidelines for each execu-12

tive agency with respect to any covered device in use 13

by the United States Government regarding cyberse-14

curity coordinated disclosure requirements that shall 15

be required of contractors providing such covered de-16

vices to those executive agencies. 17

(2) CONTENTS.—The guidelines required under 18

paragraph (1) shall include policies and procedures 19

for the processing and resolving of potential vulner-20

ability information relating to a covered device, 21

which shall be, to the maximum extent practicable, 22

aligned with Standards 29147 and 30111 of the 23

International Standards Organization, or any suc-24

cessor standard, such as— 25
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(A) procedures for the provision of a cov-1

ered device to executive agencies by a con-2

tractor on how to— 3

(i) receive information about potential 4

vulnerabilities in the product or online 5

service of the contractor; and 6

(ii) disseminate resolution information 7

about vulnerabilities in the product or on-8

line service of the contractor; and 9

(B) guidance, including example content, 10

on the information items that should be pro-11

duced through the implementation of the vul-12

nerability disclosure process of the contractor. 13

(g) REVISION OF FAR.—The Federal Acquisition 14

Regulations System shall be revised to require the inclu-15

sion of a standard security clause consistent with the re-16

quirements of this section. 17

SEC. 4. INVENTORY OF DEVICES. 18

(a) IN GENERAL.—Not later than one year after the 19

date of the enactment of this Act, the head of each execu-20

tive agency shall establish and maintain an inventory of 21

covered devices used by the agency procured under the re-22

quirements of this Act. 23

(b) GUIDELINES.—Not later than 30 days after the 24

date of the enactment of this Act, the Director, in con-25
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sultation with the Secretary of Homeland Security, shall 1

issue guidelines for executive agencies to develop and man-2

age the inventories required under subsection (a), based 3

on the Continuous Diagnostics and Mitigation program 4

used by the Department of Homeland Security. 5

(c) DEVICE DATABASES.— 6

(1) IN GENERAL.—Not later than 180 days 7

after the date of the enactment of this Act, the Sec-8

retary of Homeland Security, in consultation with 9

the Director shall establish and maintain— 10

(A) a database of non-compliant devices 11

and the manufacturers of such devices; and 12

(B) a database of covered devices and the 13

manufacturers of such devices about which the 14

Government has received formal notification of 15

security support ceasing, as required under sec-16

tion 3(a)(2)(E)(iv). 17

(2) UPDATES.—The Secretary of Homeland Se-18

curity shall update the databases established under 19

paragraph (1) not less frequently than every 30 20

days. 21
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SEC. 5. USE OF BEST PRACTICES IN IDENTIFICATION AND 1

TRACKING OF VULNERABILITIES FOR PUR-2

POSES OF THE NATIONAL VULNERABILITY 3

DATABASE. 4

The Director of NIST shall ensure that NIST estab-5

lishes, maintains, and uses best practices in the identifica-6

tion and tracking of vulnerabilities for purposes of the Na-7

tional Vulnerability Database of NIST. 8

SEC. 6. DEFINITIONS. 9

In this Act: 10

(1) COVERED DEVICE.— 11

(A) IN GENERAL.—The term ‘‘covered de-12

vice’’— 13

(i) means a physical object that— 14

(I) is capable of connecting to 15

and is in regular connection with the 16

Internet; and 17

(II) has computer processing ca-18

pabilities that can collect, send, or re-19

ceive data; and 20

(ii) does not include advanced or gen-21

eral-purpose computing devices, including 22

personal computing systems, smart mobile 23

communications devices, programmable 24

logic controls, and mainframe computing 25

systems. 26
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(B) OMB EXEMPTION.—The Director may 1

exempt additional devices under subparagraph 2

(A)(ii) through a process in which interested 3

parties may submit a petition for the exemp-4

tion. The Director shall act in an expedited 5

manner on any such petition submitted. 6

(2) DIRECTOR.—The term ‘‘Director’’ means 7

the Director of the Office of Management and Budg-8

et. 9

(3) EXECUTIVE AGENCY.—The term ‘‘executive 10

agency’’ has the meaning given the term in section 11

133 of title 41, United States Code. 12

(4) FIRMWARE.—The term ‘‘firmware’’ means a 13

computer program and the data stored in hardware, 14

typically in read-only memory or programmable 15

read-only memory, such that the program and data 16

cannot be dynamically written or modified during 17

execution of the program. 18

(5) FIXED OR HARD-CODED CREDENTIAL.—The 19

term ‘‘fixed or hard-coded credential’’ means a 20

value, such as a password, token, cryptographic key, 21

or other data element used as part of an authentica-22

tion mechanism for granting remote access to an in-23

formation system or the information of the system, 24

that is— 25
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(A) established by a product vendor or 1

service provider; and 2

(B) incapable of being modified or revoked 3

by the user or manufacturer lawfully operating 4

the information system, except through a 5

firmware update. 6

(6) GATEWAY PRODUCT.—The term ‘‘gateway 7

product’’ means a node or device that connects to 8

multiple networks using standard protocols. 9

(7) HARDWARE.—The term ‘‘hardware’’ means 10

the physical components of an information system. 11

(8) NIST.—The term ‘‘NIST’’ means the Na-12

tional Institute of Standards and Technology. 13

(9) NON-COMPLIANT DEVICE.—The term ‘‘non- 14

compliant device’’ means a covered device that does 15

not meet the baseline security requirements estab-16

lished in section 3(a)(2)(A). 17

(10) PROPERLY AUTHENTICATED UPDATE.— 18

The term ‘‘properly authenticated update’’ means an 19

update, remediation, or technical fix to a hardware, 20

firmware, or software component issued by a prod-21

uct vendor or service provider used to correct par-22

ticular problems with the component, and that, in 23

the case of software or firmware, contains some 24

method of authenticity protection, such as a digital 25
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signature, so that unauthorized updates and 1

rollbacks of authorized updates can be automatically 2

detected and rejected. 3

(11) SECURITY VULNERABILITY.—The term 4

‘‘security vulnerability’’ means any attribute of hard-5

ware, firmware, software, process, or procedure or a 6

combination of 2 or more of these attributes that 7

could enable or facilitate the defeat or compromise 8

of the confidentiality, integrity, or availability of an 9

information system or the information or physical 10

devices of an information system to which an infor-11

mation system is connected. 12

(12) SOFTWARE.—The term ‘‘software’’ means 13

a computer program and associated data that may 14

be dynamically written or modified. 15

(13) VENDOR.—The term ‘‘vendor’’, with re-16

spect to a technology, product, system, service, or 17

application, means— 18

(A) in the case of a purchase by the Gov-19

ernment, the entity that developed the tech-20

nology, product, system, service, or application; 21

or 22

(B) in the case of a purchase by a con-23

tractor, the entity that is responsible for main-24
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taining the technology, product, system, service, 1

or application. 2

SEC. 7. APPLICABILITY. 3

This Act shall apply with respect to any contract en-4

tered into on and after the date on which the guidelines 5

are issued pursuant to section 3(a). 6

Æ 

VerDate Sep 11 2014 02:55 Dec 15, 2018 Jkt 089200 PO 00000 Frm 00020 Fmt 6652 Sfmt 6301 E:\BILLS\H7283.IH H7283kj
oh

ns
on

 o
n 

D
S

K
79

L0
C

42
 w

ith
 B

IL
LS



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts false
  /TransferFunctionInfo /Preserve
  /UCRandBGInfo /Preserve
  /UsePrologue true
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth 8
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /FlateEncode
  /AutoFilterColorImages false
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth 8
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /FlateEncode
  /AutoFilterGrayImages false
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck true
  /PDFX3Check false
  /PDFXCompliantPDFOnly true
  /PDFXNoTrimBoxError false
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)
  /PDFXOutputConditionIdentifier (CGATS TR 001)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <>
    /CHT <>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF che devono essere conformi o verificati in base a PDF/X-1a:2001, uno standard ISO per lo scambio di contenuto grafico. Per ulteriori informazioni sulla creazione di documenti PDF compatibili con PDF/X-1a, consultare la Guida dell'utente di Acrobat. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 4.0 e versioni successive.)
    /JPN <>
    /KOR <>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die moeten worden gecontroleerd of moeten voldoen aan PDF/X-1a:2001, een ISO-standaard voor het uitwisselen van grafische gegevens. Raadpleeg de gebruikershandleiding van Acrobat voor meer informatie over het maken van PDF-documenten die compatibel zijn met PDF/X-1a. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 4.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents that are to be checked or must conform to PDF/X-1a:2001, an ISO standard for graphic content exchange.  For more information on creating PDF/X-1a compliant PDF documents, please refer to the Acrobat User Guide.  Created PDF documents can be opened with Acrobat and Adobe Reader 4.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /HighResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


		Superintendent of Documents
	2018-12-18T01:44:43-0500
	US GPO, Washington, DC 20401
	Superintendent of Documents
	GPO attests that this document has not been altered since it was disseminated by GPO




